/1 Network Security - Assignnent # 2
/1 by- Harsh & Nishtha
/1 RSA Encryption

i mport java.io.*;

i mport java.security.*;

i mport javax.crypto.?*;

i mport java.security.spec.*;
i mport javax.crypto. spec. *;

cl ass RSA {
public PrivateKey priv;
public PublicKey pub;

public void setKeys(String filenane) throws
Fi | eNot FoundExcepti on, | OException, C assNot FoundException

{
keygen k = new keygen();
k. set KeyNane(fil enane);
k. KeyRead() ;
priv = k.getprivatekey();
pub = k. get publickey();

}

public byte[] encryptUsingPub(byte[] plaintext) throws
NoSuchAl gori t hnExcepti on, Invali dKeyExcepti on,
1l egal Bl ockSi zeExcepti on, NoSuchProvi der Excepti on,
BadPaddi ngExcepti on, NoSuchPaddi ngExcepti on

{

/* Create the cipher */

C pher rsaC pher = Cipher.getlnstance("RSA");
rsaCi pher.init (G pher. ENCRYPT_MODE, pub);
byte[] ciphertext = null;

ci phertext = rsaCi pher. doFi nal (pl ai ntext);
return ci phertext;

}

public byte[] encryptUsingPriv(byte[] plaintext) throws
NoSuchAl gori t hnmExcepti on, |nvali dKeyExcepti on,
I'I'l egal Bl ockSi zeExcepti on, NoSuchProvi der Excepti on,
BadPaddi ngExcepti on, NoSuchPaddi ngExcepti on

/* Create the cipher */

Ci pher rsaC pher = Cipher.getlnstance("RSA");
rsaC pher.init (G pher. ENCRYPT_MODE, priv);
byte[] ciphertext = null;

ci phertext = rsaCi pher. doFi nal (pl ai ntext);
return ci phertext;

}

public byte[] decryptUsingPriv(byte[] ciphertext) throws
NoSuchAl gori t hnmException, |nvali dKeyExcepti on,
1l egal Bl ockSi zeExcepti on, NoSuchProvi der Excepti on,
BadPaddi ngExcepti on, NoSuchPaddi ngExcepti on

Ci pher rsaC pher = Cipher.getlnstance("RSA");
rsaC pher.init (G pher. DECRYPT_MODE, priv);

byte[] cleartextl = rsaC pher. doFi nal (ci phertext);
return cl eartextl;



}

public byte[] decryptUsingPub(byte[] ciphertext) throws
NoSuchAl gori t hnmExcepti on, |nvali dKeyExcepti on,
I'I'l egal Bl ockSi zeExcepti on, NoSuchProvi der Excepti on,
BadPaddi ngExcepti on, NoSuchPaddi ngExcepti on

C pher rsaC pher = Cipher.getlnstance("RSA");
rsaCi pher.init (G pher. DECRYPT_MODE, pub);

byte[] cleartextl = rsaC pher. doFi nal (ci phertext);
return cl eartextl;

}

public static void main (String[] args) throws
NoSuchAl gori t hnExcepti on, Invali dKeyExcepti on,
1l egal Bl ockSi zeExcepti on, NoSuchProvi der Excepti on,
BadPaddi ngExcepti on, NoSuchPaddi ngExcepti on, Fi | eNot FoundExcepti on,
| OException, O assNot FoundExcepti on
{
RSA app = new RSA();
app. set Keys(" Cust oner Key") ;
/1 Cleartext
byte[] cleartext = null;

cleartext = "This is harsh". getBytes();

String text = new String(cleartext);
Systemout.println("the original cleartext is: " + text);
Systemout.println("the encrypted text is: " +

app. encrypt Usi ngPriv(cl eartext));
String text2 = new String(app. decrypt Usi ngPub
(app. encrypt Usi ngPriv(cleartext)));
Systemout.printin("the final cleartext is: " + text2);
}
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